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Ban dang lam viéc trén may tinh thi dot nhién, mgt thong bao hién 1én trén man hinh: "Virus
detected! Call now for a free security scan and to repair your device" (Pa phat hién vi-rat! Hay
goi ngay bay gio dé duoc quét an ninh va sira chira thiét bi mién phi). D6 13 mot tro Lira dao hd
tro cong nghé. Pimg goi, nhin tin hodc email. Cac cong ty hd tro cong nghé hop phap khong
hoat dong theo cach do.

Nhirng ké lira dao gid lam cic cong ty tén tudi va sir dung tin nhin cira s6 bat 1én, trang web gia
mao va cac cudc goi di¢n thoai dé lira ban nghi r?mg may tinh cua ban cé van dé khan cép. Ké
hoach cta ching 14 Iy tién ctia ban bang cach ban cho ban phin mém vé gia tri, ding ky ban vao
cac chuong trinh gia mao hodc bt ban tra tién cho hd trg cong nghé vo dung. Nhitng ké lira dao
thic giuc ban goi ngay s6 dién thoai mién phi, de doa rﬁng ban c6 thé mat dit liéu c4 nhan néu
khong lam vay.

Khi ban goi dién, k¢ lira dao co thé yéu cau ban cép cho chung quyén truy cap tur xa, gia vo chay
thir dé chan doan hoac cho ban biét ring chiing da tim thiy vi-rat hodc van dé vé bao mat khac.
Chung cd gang ban cho ban mot goi bao vé hodc cac "dich vu" khac ¢ murc tir v gia tri (vi du:
c6 san mién phi ¢ noi khac) cho dén doc hai (chung cai dat phan mém nguy hiém c6 thé giap
chung danh cap théng tin ca nhan cua ban).

Ban nén lam gi? Néu ban thiy mot ctra s6 bat 1én yéu cau goi mot sb dién thoai dé diét vi-rat trén
maéy tinh ctia ban, hiy bé qua nd. May tinh ciia ban gan nhu chéc chin 1a van 6n. Nhung néu ban
lo ling vé& may tinh ctia minh thi hiy goi truc tiép cho cong ty phdn mém bao mat cta ban - va
khong st dung s6 dién thoai trong cira s0 bat 1én hodc trén ID nguoi goi. Str dung s6 dién thoai
ban biét 13 co that, gidng nhu s trén goi san pham phan mém hodc bién lai cta ban. Nhiing ké
lira d4o hd trg cong ngh¢ thich dat quang cdo truc tuyén gia vo 1a cong ty hop phap, vi vay hiy
chic chin rang ban c6 so dién thoai chinh xac cua cong ty cong nghé thuc su trudce khi goi dién.

Va néu ai 6 yéu cau ban tra tién cho bat ctr diéu gi - gdm ca cac dich vu hd tro cong nghé - bang
thé qua tang, thé nap tién mat hodc chuyén tién dién tir thi d6 1a mot tro lra déo. Khoéng cong ty
hop phap nao s& yéu cau ban tra tién theo cach d6. Néu ban thay diéu d6, hiy bao céo tai
FTC.gov/complaint.

Théng 7 1a Thang Tiéu dung Quén sy. Hay chia s¢ video nay voi cong ddng quan su dé gitip ho
tranh céc tro Itra ddo ho trg cong nghe.
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