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Cach nhan biét va tranh lira di0 mao danh

Nhirng ké lira ddo st dung email ho3c tin nhan vin ban dé lira ban cung
cip théng tin ca nhan. Nhwng c6 mot s6 diéu ban c6 thé thwc hién dé bao
vé ban than.

« CAch nhan biét Itra ddo mao danh

« Cach bao vé ban thin truwdc nhitng cudc tin cdng mao danh
« Ban nén lam gi néu nghi ngo vé tin céng mao danh

« Bannén lam gi néu di phan héi m6t email mao danh

o Cach bao cao hanh vi mao danh

Cach nhin biét ira ddo mao danh

Nhirng ké lira ddo st dung email hodc tin nhan van ban d€ lira ban cung cip thong
tin ¢4 nhan. Ching c6 thé thir danh cap mat khiu, s6 tai khoan hodc sd An sinh xa hoi
cda ban. Néu lay dwoc thong tin nay thi ching cé thé truy cip email, tai khoan ngin
hang hodc cac tai khoan khac cia ban. Nhirng ké ltra ddo khéi dong hang ngan cudc
tdn cong mao danh nhw vy moi ngdy - va ching thwong thanh cong. Trung tAm
Khiéu nai T6i pham Internet ctia FBI bao cdo da c6 57 triéu USD bi mit trong cac
cuoc ltra ddo mao danh trong mot nam.

Nhirng ké Itra ddo thwong xuyén cdp nhat chién thuit, nhwng c6 mot s6 dau hiéu sé
gitip ban nhan biét email hodc tin nhan van ban mao danh.

Email va tin nhdn vin badn mao danh thwong tréng rat giéng email hodc tin nhin ti
mot cdng ty ma ban biét hodc tin twéng. Email hoic tin nhan d6 c6 thé gidng nhw
dwoc gri tlr ngdn hang, cong ty thé tin dung, trang mang xa hoi, trang web hoac &ng
dung thanh toan trwc tuyén hoic ctra hang truwc tuyén.

Email va tin nhdn vin badn mao danh thwong ké mot cau chuyén dé liva ban nhip vao
lién két hodc mé tép dinh kém. Chiing c6 thé

« ndirang chung nhan thady mot s6 hoat dong hoic hanh vi dang nhap dang ngo
« tuyén bd rang tai khodn hoic thong tin thanh toan ctia ban c6 van dé

« ndi rang ban phai xac nhan mot s6 thong tin ca nhan

o bao gom héa don gia

o muon ban nhap vao mét lién két dé thanh toan

« ndirang ban da diéu kién dang ky hoan tién vdi chinh pha

« cung cdp phiéu mua hang mién phi


https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams#recognize
https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams#protect
https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams#suspect
https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams#responded
https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams#report
https://www.fbi.gov/news/stories/2019-internet-crime-report-released-021120
https://www.fbi.gov/news/stories/2019-internet-crime-report-released-021120
https://www.consumer.ftc.gov/blog/2017/05/fake-emails-could-cost-you-thousands
https://www.consumer.ftc.gov/blog/2018/03/western-union-refunds-scam-alert
https://www.consumer.ftc.gov/blog/2014/11/free-pizza-nope-just-free-malware
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Pay la mot vi du thuwe té vé mot email mao danh.

Hay twdng twong ban nhin dwoc email nay trong hop thw dén. Ban ¢é nhin thiy ddu
hiéu Itra ddo khong? Hay cling tim hiéu.

o Email nay trong giong nhw dwoc giri tir mot cong ty ma ban cé thé biét va tin

twdng: Netflix. ThAm chi con st dung bi€u trwng va tiéu dé thu cua Netflix.

o No6i dung email cho biét tai khoan ctia ban dang bi treo do vin dé thanh toan.

o Email c6 1¢i chao chung chung “Ban thin mén”. Néu ban c6 tai khoan véi

doanh nghiép nay thi c6 1€ ho sé khong str dung mot 1&i chao chung chung
nhuw vay.

« Email mo&i ban nhap vao lién két dé cip nhit thong tin thanh toan cua ban.
Mic du thoat nhin email nay c6 thé giong nhw thit, nhwng khéng phai viy. Nhirng ké
Itra dao gtri nhitng email nay hoan toan khéng c6 lién hé véi cac cong ty ma chiing
mao danh. Email mao danh c6 thé giy ra hiu qua thwc sw déi véi nhitng ngwoi cung
cip théng tin cho ké ltra ddo. Va c6 thé giy ton hai uy tin cia cac cong ty ma ching
mao danh.

Cach bao vé ban than trwdc nhitng cudc tin cong mao
danh

B0 loc thu rac cho email ctia ban c6 thé loai bo nhiéu email ltra ddo ra khéi hop thw
dén. Nhwng nhitng ké ltra ddo ludn tim cach vwot qua cac bd loc thw rac, vi vay, thém
cac 16p bdo vé bo sung 1a mot lwa chon tot. Dudi diy 1a bén bwérc ban c6 thé thuc
hién ngay dé bao vé ban than khai cic cudc tdn cong mao danh.

B6n bwdc d€ bdo vé ban than khoi Itra ddo mao danh

1. B4o vé mdy tinh ctia ban bang cach sir dung phin mém bdo mat. Thiét 14p cip nhat
tw dong cho phadn mém dé phan mém c6 thé xi Iy cadc moi de doa bao mat mai.

2. Bao vé dién thoai di ddng cia ban bang cach thiét 14p cip nhat tw d6ng phian mém.
Nhirng ban cip nhit nay c6 thé gitip bao vé ban triwdc nhirng moi de doa bao mét.

3. Bao vé tai khoan ciia ban bang cach st dung xac thuc da yéu t6. Mot s6 tai khoan
cung cip bio mat bd sung bang cach yéu cau hai thong tin tré 1én khi ding nhap vao
tai Khoan ctia ban. Phwong thirc nay dwoc goi la xac thwe da yéu t6. Théng tin bé
sung ban cin dé dang nhip vao tai khoan thudc hai loai:


https://www.consumer.ftc.gov/blog/2019/06/update-your-software-now
https://www.consumer.ftc.gov/blog/2019/06/update-your-software-now
https://www.nist.gov/itl/tig/back-basics-multi-factor-authentication
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« Thong tin gi d6 ma ban c6 — chang han nhw mat ma ban nhan dwoc qua
tin nhan vin ban hodc &ng dung xac thuec.
« Dirliéu gi d6 cua ban — chang han nhw quét van tay, vong mac hodc khudn
mat caa ban.
Xac thuc da yéu t6 khién nhitng ké lira ddo khé dang nhap vao tai khoan cia ban hon
néu chung lay dwoc tén ngwdi dung va mat khiu cta ban.

4. Bao vé dir liéu cta ban bang cach sao lwu. Sao lvu di liéu ctia ban va dam bao cac
ban sao lwu d6 khéng dwgc két néi véi mang & nha ctia ban. Ban c6 thé sao chép cac
tép tin trén may tinh vao 6 clrng gan ngoai hodc bd nhé ddm may. Pong thoi, ban
cling nén sao luru dit liéu trén dién thoai.

Ban nén lam gi néu nghi ngo vé tin cdng mao danh

Né&u ban nhan dwoc email hodc tin nhan van ban yéu ciu nhip vao lién két hodc mé
tép dinh kem, hay tra 11 cau hoi sau: T6i c6 tai khodn & cong ty nay khong hodc t6i co
biét ngwdi lién hé nay khong?

Néu ciu tra 1o 1a "Khéng" thi dé c6 thé 1a ltra ddo mao danh. Quay lai va xem xét loi
khuyén trong phan Cach nhén biét Itra ddo mao danh va tim kiém cac dau hiéu ltra
dao mao danh. Néu nhan thay cac d4du hiéu do, bao cdo, roi xda tin nhan do.

Né&u ciu trd 1&i 12 "C4", hay lién hé vdi cong ty dé bang sb dién thoai hoic trang web
ma ban biét 12 that. Khong phai bang thong tin trong email. Tép dinh kém va lién két
c6 thé chira phan mém ddc hai.

Ban nén lam gi néu @3 phan h6i m6t email mao danh

Né&u ban nghi rang mot ké ltra dao da 1y duwoc thong tin cia ban, chang han nhw S6
An sinh xa hdi, thé tin dung hodc tai khoan ngan hang, hay truy cap
IdentityTheft.gov. Trong trang nay, ban sé thiy cac buwéc cu thé cin thwc hién tuy
theo thong tin ban bi danh cap.

Né&u ban nghi rang minh da nh4p vao lién két hodc m& mot tép dinh kém tai xudng
phan mém doc hai, hdy cip nhit phdn mém bio mit cia may tinh. Sau d6 quét may
tinh.

Cach bao cao hanh vi mao danh

Hay bo c4do néu ban nhin dwoc email hodc tin nhin vin ban mao danh. Thong tin
ban cung cip c6 thé gitp chéng lai nhirng ké ltra dao.


https://www.consumer.ftc.gov/media/video-0105-back-it-dont-lose-your-digital-life
https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams#recognize
https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams#report
https://www.identitytheft.gov/Info-Lost-or-Stolen
https://www.consumer.ftc.gov/articles/0009-computer-security#update
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Buéc 1. Néu ban nhin dwoc email mao danh, hdy chuyén tiép dén Nhom cong tac
ch6ng mao danh theo dia chi reportphishing@apwg.org. Néu ban nhin dwoc tin
nhan vin ban mao danh, hay chuyén tiép dén SPAM (7726).

Budrc 2. Bdo cao cudc tin cong mao danh cho FTC tai FTC.gov/complaint.

Gan thé: an ninh mang, mao danh, Iira dao Thang 5/2019
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